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DISCLAIMER  

This document provides information on “Data Management Plan/Handbook” to be used in the 
H2020-funded Smart Exploration project. Due to IPRs and confidentiality matters, certain parts of 
the document are not detailed. We have undertaken a series of measures to comply with the up-
coming EU General Data Protection Regulation (GDPR) effective on May 25-2018, however, please 
notify us immediately if you observe noncompliance with the GDPR and IPRs listed in the 
Consortium Agreement. The content of this document is also the sole responsibility of Smart 
Exploration consortium and does not commit the European Commission nor reflects its views. The 
information contained herein is also subject to reviews and changes. Smart Exploration 
consortium as neither a whole nor the individual partners that implicitly or explicitly participated 
in the creation of this document holds any liability that might occur as a result of using its content.  
 
Smart Exploration has received funding from the European Union’s Horizon 2020 research and 
innovation programme under grant agreement No. 775971. 
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1. INTRODUCTION 

Smart Exploration is committed to make data generated within the project findable, accessible, 
interoperable and re-usable (FAIR) following the guidelines and instructions provided by the 
European Commission. In doing this, however, a differentiation should be made in that this does 
not imply totally open-accessibility to non-consortium beneficiaries. Certain non-disclosure 
agreements have been put in place to protect some of the existing data (generated outside the 
project but made available for methodological developments and benchmarking purposes) or 
even data to be acquired within the project. Special cares should be taken since data are linked to 
specific exploration sites that by just making it totally open access this may risk a running business 
or those to be generated by the project in the near future.  
 
In this document we provide a firsthand approach (this is a living document and subject to review 
and modifications) to be used in the Smart Exploration project for its Data Management Plan to 
cover the following aspects: 

 handling of research data and results during and after the course of the project (Data 

Policy and Responsibilities), 

 how data will be stored, preserved and secured including after the end of the project 

(Data Security and Storage), 

 how data and results will be shared/made open access while complying with IPRs 

(Confidentialities and Ethical Aspects), 

 If any changes and revision (e.g., when new data arrive, changes in the consortium 

policies and IPRs as well as external factors) to this policy is needed during and beyond the 

course of the project (Policy Reviews and Data Controller). 

 

1.1. Definitions 
We define two keywords used in Smart Exploration and differentiate how we handle them in the 
Data Management Plan.   

 

1.1.1. Publications 

Project can result in a wide-range of publications (e.g., popular-science, peer-reviewed, among 
others). These publications usually reflect a methodological development that requires no data 
to be illustrated or require data for its demonstration and effectiveness. Results are usually 
derived from the data and are owned by those who generate them. Most results will be 
published and made available open access as required by the Horizon 2020 rules unless they are 
judged to violate IPRs and certain commercialization aspects (e.g., patents and new services) that 
are envisaged in the project. Publications should also make sure certain running businesses are 
not put at risk. Because of this, any publication involving a site and data from the site needs to be 
approved and agreed by those owning the site where data acquired or given and those who 
generated the data. Because collaborative publications are highly-valued in the project, our goal 
is that most results are peer-reviewed published and ways to protect the IPRs are addressed 
already in the Consortium Agreement or through additional NDAs put in place to facilitate this.  
 
National archiving databases (e.g., Diva in Sweden) will be used for achieving and making the 
published articles open access (after their embargo time).  
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1.1.2. Data 

Data can be an existing one generated outside the project, often referred to as “legacy data” or 
generated within the project.  
Generally, open data will be stored at Uppsala University along with their documentations, but 
those who generated them and the mining companies involved will also store the confidential 
ones. As rule of thumb: whoever generates the data within the project is responsible to store 
them securely with adequate level of documentation so that the data can be findable, 
accessible, interoperable and re-usable. 
 
The consortium will consider the H2020 action on Pilot on Open Research data.  
 

1.2. Practicalities 
Geophysical data can have enormous size (e.g., seismic data 50-1000 GB), binary or ascii format 
with header information or without (navigation files), contrary to other geological and 
geochemical data (mainly ascii or GIS type). Data generated in the project will be stored with 
appropriate documentation to facilitate their reuse by the corresponding task leader (or expert in 
the field partner). Reports will be provided and verified for their level of details by the WP leaders 
and the project coordinator. Most legacy data are assets for the companies and it is quite crucial 
that a careful planning for storage and maintenance of data and how they are given access to are 
done.  
 
Most exploration and mining companies today use commercial database software (e.g., Access-
Office) and 3D visualization and database packages such as Surpac, microstations or gOcad. Any 
output from the project will be compatible with these common standards. Commercial software 
such as gOcad and Leapfrog are also available to some of the partners for data handling, 
visualization, and relevant output. Given our background work at most of the explorations sites, 
we have currently access to most of the background data (in gOcad or Surpac formats) required 
for the execution of our activities.  
 

1.3. Exploration sites and data 
Smart Exploration will acquire and generate data (mainly geophysical but also geochemical and 
geological) within WP4 (Data and Target Generation) and WP5 (Validation). It will also use legacy 
data for benchmarking purposes within WP3 (Advanced Subsurface Imaging and Modeling) and 
WP4 (Data and Target Generation) either as raw data or reprocessed or modeled works. Nearly in 
all cases, existing data shared with the project provided by the mining and exploration companies 
are subject to confidentialities and NDAs have been put in place to regulate their use. An IPR and 
Exploitation Panel has been formed to monitor issues with confidentialities and also provide 
suggestions and guidelines to facilitate publications and open-access issues. Measures will include, 
but not be limited to, (i) internal assessment if patenting and commercialization will be risked by 
publishing, (ii) target journals and internal peer-review, and (iii) internal assessment against 
confidentialities and sensitive information related to the stakeholder business and competiveness 
(e.g., if additional non-disclosure agreements required), (iv) organization of workshops dealing 
with training and capacity building to explore application potentials and ways to exploit while 
protecting valuable information.  
 
Advice and solutions from the H2020-IPR helpdesk will be sought and implemented. 
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A series of “Background data” have already been listed in the Consortium Agreement (Attachment 
1: Background Included) and right to access them is given in the Section 9 (Access Rights). In most 
cases a fair and reasonable use within the project and mutual agreement has been set-up. 
 
Legacy and new data will be provided only within the project and with permission from the owner 
(stakeholders in most cases) for publications. A strict rule will be set to avoid data reaching a third 
party during and after the course of the project unless otherwise agreed.  
 
List of the exploration sites at where Smart Exploration will acquire new data is given in Table 1. 
Data type and access policy is also detailed. 
 

Table 1. Planned data acquisition activities, data type to be acquired and access policy considered in the 
Smart Exploration project.  

Exploration site Work 
packag
e/Task  

Name/Organizati
on (data storage) 

Data type to be 
generated 

Data access policy 
 

Chromite exploration 
targets in Kosovo 
greenfield sites 
(potential fields and 
TDEM), Spring 2018 

WP4 / 
Task 4.1 

Marek Wojdyła (GP), 
Marcin Loska (Proxis) 

Point data and time 
series will be 
acquired with 
adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing 
mineralization potential. 
Data available to a 
limited number of 
partners and 
confidential. 
Publications and 
presentations of results 
may be considered. 

Gerolekas bauxite 
deposits, Greece, MT 
and passive seismics, 
April 2018  

WP4 / 
Task 4.2 

George 
Apostolopoulos 
(NTUA), N. Martakis 
(Seismotech) 

Point data and time 
series (both MT and 
seismics) will be 
acquired with 
adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing 
mineralization potential 
and generating new 
targets. Data available to 
a limited number of 
partners and may be 
confidential. 
Publications and 
presentations of results 
are considered. 

Blötberget (Ludvika 
mines) of Sweden, 3D 
seismic survey, Spring 
2019  
 

WP4 / 
Task 4.3 

Alireza Malehmir 
(UU), Emma 
Bäckström (NIO) 

Point data and time 
series (sgy format) 
will be acquired 
with adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing 
mineralization potential 
and generating new 
targets. Data available to 
a limited number of 
partners and may 
become open access 
after the completion of 
the tasks. Publications 
and presentations of 
results are considered. 

Siilinjärvi carbonatite 
complex/ore of Finland, 
3D passive seismic 
survey, Fall 2018 … 

WP4 / 
Task 4.4 

Aleksi Salo (Yara), 
Emilia Koivisto (HU), 
Alireza Malehmir (UU) 

Point data and time 
series (sgy format) 
will be acquired 
with adequate 
documentations on 
the positions and 

Data will primary be 
used for assessing 
mineralization potential. 
Data available to a 
limited number of 
partners and may 
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survey set-ups become open access 
after the completion of 
the tasks. Publications 
and presentations of 
results are considered. 

Skouries Cu-Au 
porphyry system, 
Greece, lithogeochem 
sampling, Spring 2018 

WP4 / 
Task 4.6 

Martya Sadeghi (SGU) Point data and 
geochemical type 
(ascii format) will be 
acquired with 
adequate 
documentations on 
the positions and 
assay analysis 

Data will primary be 
used for assessing 
mineralization potential. 
Data available to a 
limited number of 
partners and may be 
confidential. 
Publications and 
presentations of results 
are considered. 

In-mine seismics, Neves 
Corvo, Spring 2019  

 Nelson Pacheco 
(Somincor), Alireza 
Malehmir (UU,  and 
Joao Carvahlo (LNEG)  

Point data and time 
series (sgy format) 
will be acquired 
with adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing the 
developments 
considered in the 
project. Data available to 
a limited number of 
partners and may be 
confidential. 
Publications and 
presentations of results 
are considered. 

UAV surveys (Sweden 
and Finland), 2020  

WP5 Mehrdad Bastani 
(SGU), Charlotte 
Olsson (Ludvika 
Kommun) 

Point data and time 
series (EM-type) 
will be acquired 
with adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing the 
developments 
considered in the 
project. Data available to 
a limited number of 
partners and may be 
confidential. 
Publications and 
presentations of results 
are considered. 

Helicopter-borne 
surveys (Sweden, 
Greece and Kosovo), 
2020  

WP5 Per Gisseloe 
(SkyTEM) and mining 
company’s 
representatives (NIO, 
Hellas and Proxis) 

Point data and time 
series (EM-type) 
will be acquired 
with adequate 
documentations on 
the positions and 
survey set-ups 

Data will primary be 
used for assessing the 
developments 
considered in the 
project. Data available to 
a limited number of 
partners and may be 
confidential. 
Publications and 
presentations of results 
are considered. 
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2. POLICY INFORMATION 

Table 2 provides a short description on the Policy Information concerning the scope of this 
document, data, and participants involved in reviewing it, and review time considered should any 
changes required. 
 
Table 3 provides a shot introduction why such a document is required for the project.  

 

Table 2. Policy Information concerning the Data Management Plan.  

Policy  Information 

Lead organization Uppsala University  

Scope of policy 
This Data Management Plan only applies to geoscientific, technical 
data products (i.e. raw, processed or interpreted data, images, 
reports, etc.). 

Policy operational date April 20, 2018 
Policy prepared by Peter Holmes / Alireza Malehmir 
Date approved by the Executive 
Board 

All Work Package leaders plus Project and Innovation Manager.  

Policy review date Annual data policy review on January 15. 
 

 

Table 3. Data Policy Information providing a general idea why a Data Management Plan is needed and 
potentials risks in sharing data.  

Data Policy Introduction 

Purpose of policy 
The technical data protection policy strives to ensure that it 
complies with the law and follows best practice to protect all 
Smart Exploration participants and data that are used or acquired. 

Data Protection Principles 
The main principle for data protection is to ensure the 
confidentiality of all data/information provided under non-
disclosure agreements. 

Technical data 

All technical data acquired by Smart Exploration from industry 
partners is subject to non-disclosure agreements that restrict the 
use of the data solely for the stated objectives of the Smart 
Exploration project and tasks envisaged within the project. This 
policy covers all technical data including raw data, processed data, 
interpreted data, images, models & reports both in digital and 
hardcopy formats. 

Policy statement 

The technical data protection policy provides a commitment to: 
 Comply with both the EU law and best practice principles, 
 Respect rights of industry partners that their data are 

secure,  
 Notify any affected partners or individuals if security or 

confidentiality is breached. 

Key risks 

The main risks within your organization in two key areas: 
 Data sharing with unauthorized persons, through poor 

security or inappropriate disclosure of information, 
 Inadvertent data disclosure at conferences or workshops. 
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3. RESPONSIBILITIES 

Table 4 details responsibilities for protecting and accessing data within the Smart Exploration 
project.  

 

Table 4. Overall responsibilities and procedure for handling legacy and new data acquired in the project.  

Responsibilities 

Executive Board 
The Executive Board has an overall responsibility to ensure that 
the H2020 Smart Exploration complies with its legal obligations, 
related to data protection and security. 

Data Protection Officer 
(Alireza Malehmir) 

The Data Protection Officer’s (DPO) responsibilities include: 
 Briefing the board on Data Protection responsibilities, 
 Reviewing Data Protection and related policies, 
 Advising other staff on tricky Data Protection issues, 
 Ensuring that Data Protection instruction takes place, 
 Handling subject access requests, 
 Approving unusual or controversial disclosures of data, 
 Approving contacts with Data Controller. 

Marketing (Asli Onar Verboon) 
Responsible for approving Data Protection-related statements on 
publicity materials, newsletters, etc. 

Team Leaders 

Each task team leader where technical data are handled is 
responsible to ensure that good Data Protection practice (i.e., 
security) is established and followed. 
 
Also, the task leaders must ensure that the Data Protection Officer 
is informed of any changes in their uses of data that might breach 
security allowing unauthorized access. 

Researchers/Students 
All Smart Exploration participants understand and accept data 
security policies and procedures that relate to the technical data 
they may handle in the course of their work. 

Enforcement 
Penalties for violations of this policy are termination and 
death. 

 
 

4. CONFIDENTIALITIES & ETHICAL ASPECTS 

Table 5 details confidentialities that may be set in the project and communications required with 
the data subject should the situation arise.  
 

Table 5. Data confidentialities, scope and communication approach for data access. 

Confidentiality 

Scope 

Confidentiality applies to a much wider range of information than 
Data Protection.   
 
Confidentiality can include: 

 Information about Smart Exploration (and its plans or 
finances, for example), 

 Information about participating organizations, 
 Information which is not recorded, either on paper or 
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electronically, 
 Information held on paper, but in a sufficiently 

unstructured way that it does not meet the definition of a 
“relevant filing system” in the Data Protection Act. 

Understanding of confidentiality 

Data access is limited to those individuals who require the 
technical data to achieve the project objectives. However 
access in this case means designated participants for the specific 
Work Package and task(s) and no others. 
 
Normally access will be defined on a “need to know” basis; no one 
should have access to information unless it is relevant to their 
work.  This may be relaxed in the case of information, which poses 
no risk: for example a list of business contacts may be made 
generally available. 
 
The limits to confidentiality must also be set out.  There will 
always be cases where the organization feels it is right to break 
confidentialities, and there should be a procedure for deciding on 
a case-by-case basis whether this is appropriate. 

Communication with Data 
Subjects  

It is worth describing how clients, staff and other Data Subjects 
will be informed about confidentiality, so that there is minimal 
risk of them being surprised at any later stage to find out that who 
has information about them.  

Authorization for disclosures not 
directly related to the reason 
why data are held 

All data requests from the project participants must include the 
reason/need for that information and if it is outside their 
designated task(s). 

 

5. DATA SECURITY 

The main reason for data security is to make sure that data are securely stored with adequate 
level of documentations to be reused should a situation arise and in agreement with 
confidentialities set in the project. Table 6 provides some measures to assure this security.  
 
Table 6. Data security and measures to make sure that data are not accidentally exchanged to a third party 

or shared against confidentialities set in the project.  

Security 

Scope 
Security must not be confused with confidentiality.  Security is 
about ensuring that confidentiality is maintained as defined by 
all non-disclosure agreements. 

Security level 
Owing to the nature of the technical data, a single security level is 
defined where data exchanges outside Smart Exploration are 
forbidden. 

Security measures 
For confidentiality, security measures such as password 
protection (no sharing), clear desk policy and entry control should 
be followed. 

Business continuity 
This would include backup procedures (both for data and for key 
staff availability) and emergency planning. 

Specific risks 

The greatest potential for security breaches are while working 
away from the office, at home, with clients, at meetings, etc. 
For example, no project details should be given over the phone to 
non-participating groups or individuals. 
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6. DATA RECORDING AND STORAGE 

List of all the new and reprocessed data, models and where stored will be published in the final 
book of the project and at the EAGE webpage (permanently kept). Light size data may become 
open access, if agreed and non-disclosure allows, through EAGE “Earthdat” system 
(http://www.earthdat.org). Information about the data will also be registered in EPOS and 
INSPIRE. Table 7 details our approach for data recording and storage. 
 

Table 7. Data recording and storage principles set in the Smart Exploration project.  

Data recording and storage 

Documentation  

Data generated within Smart Exploration should be documented 
through a field data acquisition report or deliverables assigned to 
report them. All data acquisition activities should be documented 
through a written report with adequate level of information in 
order to be able to find the data and use them when necessary.  

Updating 
If there is a regular cycle of checking, updating or discarding old 
data, this should be mentioned. 

Storage 
If there are particular considerations about where specific 
information should be stored, this could be mentioned. 

Retention period 

All technical data provided by industry partners will be retained 
for the specified period (until the tasks are completed or as 
otherwise agreed). All new data acquired through Smart 
Exploration activities will be retained in perpetuity by the 
participant(s) generated it and the site owner.  

Archiving 

On completion of the objectives of Smart Exploration, all technical 
data provided under non-disclosure agreements will be deleted 
from digital databases and data users will be reminded about 
destroying all digital and hardcopy data. Retaining such data 
should be agreed separately.  

 

7. DATA ACCESS 

The project has set-up mechanism for which data can be given access to. It is the responsibility of 
the project coordinator to facilitate data access for the tasks envisaged in the project. In certain 
situations, data exchange can be done directly, however, the coordinator must be aware of this 
and the agreement put in place for data usage and conditions. Table 8 details our approach for 
data access and requests. 
 

Table 8. Data access and procedure in the Smart Exploration project.  

Data access 

Responsibility 
Data requests should be directed to the project coordinator, 
Alireza Malehmir-Uppsala University, for approval or facilitating 
communication for this. 

Procedure for making request 

Subject access requests should be made in writing/email.  It may 
be worth providing a standard request form (although its use 
cannot be made mandatory).  All participants have a responsibility 
to ensure the security is maintained of any data that is received. 

Procedure for granting access 
The procedure for requesting access to data only requires 
confirmation of identity and needs. 
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8. CONSENT 

Consents and agreements are the cornerstone of the way Smart Exploration will operate. This is 
particularly important given the running businesses and those that are expected to be generated 
from the project itself. Table 9 details underlying principle behind this. 
 

Table 9. Data access consent in the Smart Exploration project. 

Consent 

Underlying principles 

All work with technical data is and will be done with the consent 
of partners through non-disclosure agreements with the 
understanding that Smart Exploration participants are aware of 
data confidentiality.  

Forms of consent 
Industry partners providing data protect their information 
through non-disclosure agreements that provide consent for 
Smart Exploration participants to work with their data. 

Withdrawing consent 
Non-disclosure agreements ensure that industry partners do not 
opt out of the project withdrawing their consent. 

 
 

9. POLICY REVIEW 

The current document is a living document and subject to changes and modifications to facilitate 
the procedure for which Smart Exploration moves towards its objectives. It is therefore important 
that it is reviewed regularly and modified if necessary to optimize operational capacity of the 
project. It is understood that no obstacle should be set in such document so that a planned task 
in the project will be incomplete due to this. Our ultimate goal is to complete the planned tasks 
while keeping a routine and procedure to protect existing IPRs and those to be generated by the 
project while also disseminating our work towards its full exploitation. Table 10 details review 
procedure for the Data Management Plan. 
 

Table 10. Data policy review in the Smart Exploration project. 

Policy review 

Responsibility Project coordinator, Alireza Malehmir-Uppsala University. 

Procedure 
The review of the technical data protection policy will only include 
a general discussion with WP Team Leaders about its effectiveness 
and whether the security principles worked.  

Timing An initial review date of January 15, 2019 is recommended. 

 

 

10. DATA CONTROLLER 

The Data Controller is the legal ‘person’ responsible for complying with the Data Protection Act.  It 
will almost always be the organization, not an individual staff member.  Where organizations work 
in close partnership it may not be easy to identify the Data Controller. Non-disclosure agreements 
in all cases should identify and name the legal responsible person for such a purpose. 
 

 
May 18, 2018 


